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User Control by Design

Why S/MIME Automation Should Not Decide for Users
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Automation is one of the main reasons modern software is becoming easier to use. Yet there is a
fundamental difference between automating work and making decisions on a user’s behalf. In email,
that distinction matters because certificates, identities, private keys, trust relationships, message data,
and Al services all involve choices that can have security, privacy, and communication consequences.
ZTmail’s design principle is therefore straightforward: automate the work, but let the user remain in

control.

That principle runs through the ZTmail App, from the way S/MIME certificates are requested and
selected to the identity used to send a message, from the way cryptographic keys are backed up and
restored to the choice of Al provider and the permissions granted to an Al assistant. The objective is
not to make users configure everything manually. It is to automate repetitive technical operations while

keeping meaningful choices visible, explicit, and reversible.

1. User-Initiated Automated Certificate Management, User-Selected Cryptography

Even when ZTmail App provides a free S/MIME certificate and automates its application,
configuration, the process does not begin simply because a user has logged into an email account. The
user must actively open Settings > Certificates and select “Request Certificates”, then start
automatically applying for the certificate. That interaction is small, but it establishes an important

boundary: automation begins with user intent.
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The same principle applies to cryptographic algorithms. Rather than automatically creating a fixed set
of certificates using multiple algorithms, ZTmail lets the user decide what is needed. A user can request
an RSA certificate, an SM2 certificate, or certificates for both algorithms. The choice depends on the
user’s requirements, compatibility needs, and preferred cryptographic environment. Even when the

certificate itself is free, ZTmail treats the decision to use it as the user’s decision.

Users can also bring S/MIME certificates they have already obtained from other certificate authorities.
Existing certificates can be imported from PFX files or from the Windows certificate store, and users
can decide which certificate should be the default for signing and which should be used for encryption.

Certificates obtained through ZTmail can likewise be deleted or exported by the user.

This user-control principle also shaped the design of Outlook interoperability. An earlier approach
automatically installed ZTmail App auto-configured S/MIME certificates into the Windows certificate
store so that Outlook could decrypt ZTmail-encrypted messages without additional setup. The final
design instead requires the user to export and install the certificate when that interoperability is needed.
The technical result is less automatic, but the security boundary is clearer: ZTmail App does not silently

place a certificate on a user’s computer without the user knowing and choosing to do so.

Import certificate (.p12/.pfx) + Choose fle
Import a certificate with its private key from a p12/ pfx file.
Import from system certificate store Browse

Import this mailbox's certificates (with private keys) from the Windows certificate store.

Trust anchors follow the same rule. ZTmail included some trusted CA root certificates as part of its
predefined trust configuration, but it does not automatically trust the root certificate associated with an
otherwise untrusted CA simply because a signed email contains a certificate issued by that CA. If a
user receives a digitally signed message whose certificate chains to a CA that is not already trusted,
the user can explicitly select “Trust this root.” The decision about which CA to trust remains with the

USCr.
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2. Choosing Which Identity to Present When Sending Email

Email identity is not only a matter of display name. A digitally signed S/MIME message can carry
cryptographically verifiable information about the sender, and different certificate validation levels can
provide different levels of identity assurance. ZTmail App follows the four S/MIME certificate
validation categories defined by the CA/Browser Forum: Mailbox Validated (MV), Individual
Validated (IV), Organization Validated (OV), and Sponsor Validated (SV).

The important point is that users can choose which identity level to use for a particular communication.
A user may send with an MV identity when mailbox validation is sufficient, use an IV identity when a
validated individual identity is appropriate, or use an OV or SV identity when organizational identity
or the individual’s relationship with an organization needs to be established. The user can also choose
not to sign or encrypt a message and send it as ordinary plaintext email. The communication method

and identity presented are ultimately user decisions.
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That choice can depend on the recipient and the context. For an initial business communication with
someone who has never met the sender, an OV or SV identity may provide identity information that is
more relevant to the sender than a mailbox-only identity. When the message is received in ZTmail App,
the validated identity can be displayed through the corresponding trust level indicator, such as T3 for
organization-validated identity or T4 for sponsor-validated identity, together with the validated
organization information. Technology does not force the user to present the strongest available identity
in every situation; it gives the user the ability to choose the identity appropriate to communication.

3. Backup and Recovery Without Taking Ownership of the Key

Certificate and key management are one of the most difficult parts of practical S/MIME deployment.
Users need to preserve certificates and private keys across device changes, client migrations,
operating-system reinstalls, and recovery events. A common industry approach is to synchronize or

back up private-key material into a provider-controlled cloud environment. That approach can simplify
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recovery, but it also moves cryptographic authority closer to the service provider.

ZTmail App uses a different model. Certificate and private-key material can be automatically packaged
into an encrypted backup and stored in the user’s own mailbox. The user remains responsible for
protecting the Recovery Key. When the user needs to restore the cryptographic environment on another

device, the Recovery Key is supplied by the user rather than being held by ZTmail App.

Backup & restore

Contacts, calendar, rules and certificates are backed up encrypted to the ztmailbak folder of your mailbox and updates
from other devices merge automatically; enter the recovery key once on a new device.

® Auto-sync is on. Disable auto-sync

Contacts (17 items)
2026-09-14 09:10

Calendar (9 items)
2026-09-09 1428

Rules (29 items)
2026-09-14 16:33

Certificates (8 items)
2026-08-28 16:41

| Sync now | & View recovery key Last sync: 2026-09-17 09:33

The result is a separation between automation and ownership. ZTmail App automates the repetitive
work of creating, updating, storing, and retrieving encrypted backups, while the user retains control
over the secret required to unlock them. The user can also initiate synchronization at any time to restore
certificates and keys. Where historical encrypted messages depend on previously used keys, the App
can recover the relevant certificate and key material so that older encrypted messages remain accessible,

subject to the availability of the encrypted backup.

The same principle applies to contacts and calendars. Rather than routinely copying this information
into a ZTmail-controlled cloud database, ZTmail App can package contacts, calendars, and related user
settings into an encrypted backup stored in the user’s own mailbox. Whether another device is allowed
to import that information remains a user decision. ZTmail App provides the synchronization
mechanism; it does not become the owner of the user’s personal data. Automation is a service, not a
transfer of control: the system makes recovery possible, but users decide for themselves when to

recover, what to recover, and on which device to recover.
4. An Al Service Provider You Choose, With an API Key You Control

Al assistants are becoming a standard feature of email clients, but many products bind the assistant to
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the provider’s own Al service. Users may have little visibility into which model is being used, where

requests are processed, or which credentials authorize access to the service.

ZTmail takes a different approach. The user chooses the Al service provider, configures the provider’s
API key, and manages the Al assistant locally. ZTmail provides the integration tool rather than

bundling a particular Al vendor into the product. The user’s Al API key remains local to the user’s

environment.
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This model also makes the distinction between an Al key and a cryptographic key explicit. The Al API
key authorizes access to an Al service. The cryptographic key protects email through encryption and
digital signatures. One should not be treated as a substitute for the other. Giving an Al assistant access
to an email does not create cryptographic trust in the sender, and having a cryptographic identity does

not determine which Al service a user should trust.
5. User-Controlled AI Access to Email

Choosing an Al provider is only one part of user control. The more important question is what the Al
assistant is allowed to read. ZTmail therefore provides multiple levels of email access so that users can

decide how much information an Al assistant can use.

At the most restrictive level, the user can disable email access entirely. The next level allows access
only to the current message, and only when the user explicitly chooses to include the email content in
an Al request. There are also settings like whether to send embedded images in emails to Al, or whether
to send the contents of attachments (not the original files) to Al. These settings create a per-use

authorization boundary: the user decides when a particular message becomes available to the Al

5 © 2026 ZoTrus Technology Limited



assistant.

Permissions & privacy

Sent only when you ask. Mever in the background.

EMAIL ACCESS

) Al may not read any email
) Current email only, attached by me (recommended)

) Allow Al to search the mailbox

Up to 4 searches and 24 mails per request. Audited in the sidebar.

Allow Al to access and manage calendar & tasks

Extract to-dos and create events. Undoable in one click.

) Send embedded email images to the Al
Meeds a vision model. Up to 4 images.

[ Send attachment contents

Text extracted locally frem Word, PDF and similar. Files are never uploaded.

[ Allow sending decrypted content of 5/MIME encrypted emails

Decrypted content leaves your device. Use with care.

For more complex tasks, the user can allow the Al assistant to search the mailbox. In this mode, the
assistant can retrieve historical messages when necessary, while the App records search and reading
activity in audit cards in the side panel. The user can therefore review what the assistant has done rather

than treating Al access as an invisible background process.

ZTmail also treats access to encrypted email as a separate decision. Users can choose whether
encrypted messages may be provided to the Al assistant. This matters because an encrypted message
represents information that the user has deliberately protected with cryptographic controls. Al access
to that content should therefore be an explicit user decision rather than an automatic consequence of

enabling an Al feature.

The Al assistant can also work with calendars and tasks, including extracting action items from email
and creating calendar events or reminders. Actions created by the assistant can be undone with a single
operation. Automation is therefore paired with reversibility: the assistant can perform useful work, but

the user retains the ability to review and reverse that work.
6. My Client, My Rules

The examples above describe the most important user-controlled decisions, but the principle extends
beyond certificates, identity, keys, and Al. The ZTmail App is a full email client covering email,
calendar, tasks, notes, contacts, and Al assistance, together with S/MIME certificate automation and

cryptographic email operations.
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Users can choose which certificate authority’s certificate to use, which algorithm to use, which
certificate should be the default, which CA roots to trust, which identity level to present, which Al
provider to connect, and what level of access the Al assistant receives. Even elements of the App
experience, such as appearance and background colors, can be customized. These settings may seem
unrelated to cryptography, but together they express the same product philosophy: the client should

adapt to the user rather than silently making choices for the user.

This is particularly important in an era when software increasingly combines cloud services,
cryptography, and Al. Convenience often comes from removing decisions from the interface. Security
and privacy, however, sometimes depend on keeping the right decisions visible. ZTmail’s approach is
to automate operations that are repetitive or technically complex while leaving consequential choices

with the person who owns the account, the data, the identity, and the cryptographic authority.

ZTmail’s user-control model can be summarized in a simple distinction: automation should remove
work, not remove ownership. Users decide when certificate automation begins, which algorithms and
certificates they use, which trust anchors they accept, which identity they present, how encrypted keys
are backed up and recovered, which Al provider they connect, and what email data the Al assistant
may access. ZTmail provides the tools and automation required to make these choices practical, while

keeping control of the underlying decisions with the user.

In the AI era, that distinction became increasingly important. The most useful software does not
necessarily make every decision itself. It can automate the routine work while keeping the user

informed, in control, and able to change or reverse important decisions.

My Client, My Rules.

Richawrd Wang
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Follow ZTmail at X (Twitter) for more info.
The author has published 133 articles in English (more than 186K words)
and 291 articles in Chinese (more than 868K characters in total).
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