E:‘[?{%_ CEO T@g https://zotrus.com/blog

fEERE (REEEMELE) (2): BHFRE

FEE AT I A Z(OMB)TE 2021 9 A 7 HRAR T (BHE(F/L5ME) (Federal Zero
Trust Strategy ) 5 W _FAFRE ML, PASCRESS 14028 538 [0 Guf 7T BUA ( OGE 1 R W 245 22 4x ),
RIS BUR AL ) 22 42 R ) 2 T A5 AT SR AT RS
Forp G T 1 HA B  XRE E 1 »
3. Encrypting email traffic
It remains challenging today to easily and reliably encrypt an email all the way
between any sender and any recipient. Unlike HTTP and DNS, there is not today

a clear path forward for guaranteeing that Federal emails are encrypted in

transit, particularly for emails with external parties.i2

CISA will evaluate the viability of MTA-STS as a government-wide solution
for encrypted email and make recommendations to OMB to inform future
government-wide actions.
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Hello,
We just wanted to acknowledge receipt, and to thank you for your comments, which we will consider before finalizing OMB's federal

zero trust strategy. We really appreciate you taking the time to send us your feedback, and your interest in helping strengthen
federal cybersecurity.

ZNTH AN CEI TG, LRI NG 2 05 IE T IR 1 R R TIPS E 15 (1505
110 TN TEHT T i TR B TENT [E] X TR IR )5 5 T HL IR B I 17 X 7 ) 1 BRI 2 22 o

1 (C) 2024 FfFHA (RN BRAE]


https://zotrus.com/blog

REMEF 2022 F 1 H 26 HEAKERRACAE L8 T MTA-STS HINZ, AT LAHL#
NIERFCARNTEL T 2850 TLS B R —ANF 7 ZM N, BT R TTE,
T2 7 13 P T~ BRI B ) B8 = Bt “ CISA K VPO R F A R T TSR E A R AT 1%, AR 9IRS
BURFI L A (025 e T IS AR 7 %2, FF1A OMB RV, N4 R IMBURITShIR IS B . 1F
AV ) —#845, CISA it FedRAMP &1EH o ORI HL 7 MR A ¥ 0 2= IR 45 S Ak v 1
bl R E S S 557

CISA will evaluate the viability of current open standards as Government-wide
solutions for encrypted email in transit and make recommendations to OMB to
inform future Government-wide actions. As part of its evaluation, CISA should

partner with FedRAMP to convene and consult with cloud service providers and
other participants in the email ecosystem.
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How to secure email

You must:

e encryptand authenticate emailin transit by supporting Transport Layer
Security (TLS) and Domain-based Message Authentication, Reporting and
Conformance (DMARC) as a minimum

e yse extra encryption if your data needs more protection
e make sure the recipient protects the data you send to them
e make email security invisible to end users as far as practically possible
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Transfer sensitive information
You should only use message-based encryption like PGP or S/MIME

occasionally for transfer of sensitive information as it’s inefficient and
provides a poor user experience.
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Make email security invisible to end users

Email security should be invisible to the end user as far as possible. Users
should have the option to mark sensitive information if needed but not have
to make complex technical decisions about sending data.
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However, email remains a critical method of communication and

authentication in the operation of everyday life in the Federal Government.

Since emails to, from, and within the Federal Government are sent and received
by a tremendous diversity of clients and service providers, any solution will

necessarily be based on open standards.
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