QU0+

IETF 125 Shenzhen &3]
I E T F° 14Mar2026-20Mar2026

Hybrid Post-Quantum Key Exchange:
SM2-MLKEM for TLS 1.3

TLS 1.3 ZSMIESPQC RFCE X

Richard Wang E5%

ZoTrus Technology Limited EEEAR (Fl) BRELE
2026.03.16 11:15-12:15




% ZOTru S® www.zotrus.com

B Agenda

e Introduction & draft status

e Regulatory & quantum threat context (esp. China)
e Why hybrid SM2 + ML-KEM-7687

e Technical specification & design

e |JANA assignment & comparison to other hybrids
e Production implementations & ecosystem

e Interoperability & deployment examples

e Security & considerations

e Benefits for global TLS ecosystem

e Next steps & requests to WG

e Q&A
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"  Introduction & Draft Status

¢ Individual submission: draft-yang-tls-hybrid-sm2-mlkem

e Latest: -03 (published “November 2025)

e Authors: Paul Yang (Lenovo), etc.

e Defines hybrid key exchange combining CurveSM2 (classic) + ML-KEM-768 (PQ, FIPS 203) for TLS 1.3
* Goal: Regulatory compliance in China + guantum resistance

e Status: Active individual draft, IANA code point assigned

e Seeking: Community feedback, path to Informational or Experimental RFC, discussion on potential

TLS WG adoption
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I Context - China Cryptography Law & Quantum Threat

« China’s Cryptography Law ( {Z53i%) )(effective 2020, enforced for SM2 algorithm HTTPS):

* Mandates SM2 / SM3 / SM4 for classified & critical info infrastructure systems

« Many government, finance, enterprise HTTPS must use SM2 SSL certificate & key exchange

» Quantum computing risk: Harvest-now-decrypt-later attacks threaten long-term confidentiality

* Pure ML-KEM or X25519MLKEM not compliant in regulated sectors — need SM2-inclusive hybrid

» Affects large fraction of Chinese Internet traffic — impacts global routing & CDNs
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Why SM2-MLKEM Hybrid?

* Only compliant PQ option for China-regulated traffic

» SM2 (classic) satisfies law today

* ML-KEM-768 adds quantum resistance (level ~ AES-192)

* Cryptographic diversity for the single global Internet

» Complements X25519MLKEM768 (4588), etc.

* Reduces monoculture risk if one curve/KEM family weakened

* Follows established hybrid framework (draft-ietf-tls-hybrid-design)

* Reuses massive existing SM2 deployment (certs, HSMs, libraries in China)

* Reference: RFC8998: ShangMi (SM) Cipher Suites for TLS 1.3

www.zotrus.com


https://www.rfc-editor.org/rfc/rfc8998.html
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I Technical Design — Hybrid Construction

« Concatenation-based hybrid (per hybrid-design ClientHello
supported _groups incl. 4598
draft): key share(459@): SM2 pub || ML-KEM-768 pk
4
— Classical: SM2 key exchange (ephemeral, ServerHello
lected: 4598
rveSM2 =
curves ) key share(4598): SM2 pub || ML-KEM-768 ct
— PQ: ML-KEM-768 encapsulation ‘
Hybrid Key Exchange:
— Shared secret = SM2 shared || ML-KEM shared s Dlies dbesie || AR )
4
(concat) — input toTLS 1.3 key schedule concatenated_secret = ss_classical || ss_pqg
4
* No protocol changes beyond new NamedGroup HKDF-Extract(concatenated_secret, salt=...)
4
«  Wire format: Standard TLS 1.3 key share extension TLS 1.3 key schedule » traffic keys

« Public keys & ciphertexts concatenated in

ClientHello/ServerHello
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2 IANA Assignment & Comparison Table

IANA TLS Supported Groups assignment (Nov 2025): Value: 4590 (0x11EE)
Name: curveSM2MLKEM768

DTLS-OK: No | Recommended: No (experimental, encourage adoption)
Reference: this draft

| Value  Name  fclassical @ llevel ________|UseCase/Notes
4587 SecP256rIMLKEM768 NIST P-256 ML-KEM-768 ~192 bit General purpose

4588 X25519MLKEM768  X25519 ML-KEM-768 ~192 bit iielely ey
(browsers)

_curveSMZMLKEM768 SM2 ML-KEM-768 ~192 bit L) Cell e
+ diversity
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2 Ecosystem - Server Side

« TongsuoSSL (Alibaba-led OpenSSL branch, widely used in China):
 Supports SM2DH-MLKEM768-hybrid (aligned with draft)

« Compile flags: enable-kyber enable-sm2dh-mlkem768-hybrid

« Command line: -groups SM2DH_MLKEM768 HYBRID
 Production deployments (Alibaba Cloud, etc.)

« Emerging OpenSSL issues 1855: Draft support for RFC8998 curveSM2 + hybrid



https://github.com/openssl/project/issues/1855
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W Ecosystem - Client Side (ZT Browser)

« ZT Browser (FEEXI%528, by ZoTrus Technology FE(SHAN):

— Dual hybrid support: X25519MLKEM768 and SM2MLKEM768
— Visual indicator: "Q" icon in address bar for PQ connections

— Shows which hybrid used (helps users/admins verify)

Security
@ Civerview
- @ Main origin
@] https:/y/zotrus.cn

@ @ M @ T [CN]ZoTrus Technology Limited | https://zotrus.cn

Q PQC algorithm, Quantum-Safe X

Connection uses PQC algorithm(SM2MLKEM7 68)

Learn mare
) Security
@ Q T hitps//www.ietf.org .
[f] Overview
) v [f] Main origin
Q PQC algorithm, Quantum-Safe X -
[?] https:/fwww.ietf.org
Connection uses POC algorithm(X25519MLKEMT7T68) b ﬁ Secure origins

Learn more

Connection

Connection

tocol TLS 1.3

ange SMZMLKEM7SE

sture SM2 with SM3
cr SM4 GCM

otocol TLS 1.3
ange X25519MLKEM768
signature  ECDSA with SHA-256
sher  AES_128_GCM

www.zotrus.com


https://ztbro.com/
https://ztbro.com/
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I Ecosystem - Gateway / Enterprise

« ZoTrus HTTPS Automation Gateway (F(F
HTTPSHNZ Bzt Mx) (hardware appliance):
Transparent front-end TLS termination, SSL
acceleration and offloading

N

» Auto-manages dual SSL certificates (ECC + % °'°4d'SSLSeM°€j;:.
SM2)

« Enables both X25519MLKEM768 +
SM2MLKEM768 hybrids

« No backend server changes required

« ldeal for enterprises migrating to PQ without
full re-architecture
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I Interoperability & Real-World Readiness

. . v Extension: key_share (len=2755) X25519MLKEM768, SM2MLKEM768, curveSM2, x25519,
Type: key_sh (51)
« Tested combinations: e

¥ Key Share Entry: Group: X25519MLKEM768, Key Exchange length: 1216

- ZT Browser - TongsuoSSL server(SM2MLKEM768) o e Lo i

Key Exchange [..]: 8034c87eab36a6431f58f63c254756abc8802a26c@187a4c4bdo

¥ Key Share Entry: Group: SM2MLKEM768, Key Exchange length: 1249
M Group: SM2MLKEM768 (4590)
- Wireshark captures show correct group 4590 and o Eactange Congtis T
Key Exchange [..]: @43ed4eceblefe7a53676a620f3a746e66d209370508ba3576615
M ¥ Key Share Entry: Group: curveSM2, Key Exchange length: 65
4588, hybrld handshake Group: curveSM2 (41)

Key Exchange Length: 65
Key Exchange: 04c2d90e25a640ed496f2e412c854eaff60a18837563bal96a4115d6

« No wire-format issues; follows standard TLS 1.3 TRy e e el ey g lergth: 2

Key Exchange Length: 32
Key Exchange: 45579ee5f74014f7d187c97ab6d43f5d82ba602f4b@91e0b595a12c5

« Growing ecosystem: client, server, intermediary

. 232 Loravusaven  Lciivawer seravaves wiLavi.s 111 Enuyples ua
293 2.736082736  127.0.0.1 127.0.0.1 DTLSV1.3 270 Encrypted Dai
a rea y aval a e 294 2.736086458 127.0.0.1 127.8.0.1 DTLSV1.3 111 Encrypted Dai

:
. . . Cipher Suite: TLS_AES_256_GCM_SHA384 (0x1302)
« Ready for early adoption in compliant
Extensions Length: 1167
Extension: supported_versions (len=2) DTLS 1.3

environments

Supported Version: DTLS 1.3 (exfefc)
Extension: key_share (len=1157) Unknown (4590)
Type: key_share (51)

« Now, TongsuoSSL support DTLS v1.3 S i

Group: Unknown (4590) -
Key Exchange Length: 1153
Key Exchange [..]: 84cdf@469957f1fd95bBedee699e2ddc@adbTefc4Bb77aadf fb9ebca7
[1A3s Fullstring: 65277,4866,43-51]
[JA35: a6c397031544e77cbl18al14b25c21afd]
[6 Message fragments (1287 bytes): #279(202), #280(202), #281(202), #282(282), #283(2(
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W Security Considerations

» Hybrid security: Falls back to classical if PQ broken; PQ protects if
classical broken

 ML-KEM-768: NIST FIPS 203 standardized, well-analyzed

« SM2: Chinese national standard, widely reviewed/deployed

» Concat model: Secure per hybrid-design security proof assumptions

* No downgrade attacks (standard TLS mechanisms)

* Open to further analysis / reviews from crypto community
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"  Benefits for TLS WG & Global Internet

» Addresses real regulatory need — enables broader PQ adoption in large markets
* Increases algorithm diversity — better resilience

* Low risk: Already implemented, IANA assigned, follows WG hybrid framework

« Complements (does not compete with) X25519MLKEM & other WG items

* One Internet — supporting regional requirements strengthens overall security
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B Next Steps & Requests

» Feedback requested:
- Technical/design comments on -03

- Security/deployment concerns

 Path forward:
- Progression to Informational or Experimental RFC

- Interest in WG adoption / item?
» Open to: collaboration, testing, co-authors, interop events
 Contact: Richard Wang, richard@zotrus.com

» Thank you for your attention!
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W References / Backup

- Draft: https://datatracker.ietf.org/doc/draft-yang-tls-hybrid-sm2-mlkem/

* IANA: TLS Supported Groups (4590 = curveSM2MLKEM768)
* Hybrid design: draft-ietf-tls-hybrid-design

» Tongsuo PQC: https://www.tongsuo.net/docs/features/pqgc/

» ZT Browser: https://www.zotrus.com/en/blog/ZTBrowser-makes-post-quantum-cryptography-visible.html

* Blog on 4590: https://www.zotrus.com/en/blog/interpret-SM2MLKEM768-and-4590.html
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"  Thank You & Q&A

« Thank you to TLS WG for time & consideration
« Looking forward to your questions, feedback, and guidance

« Send email to: op@zotrus.com, thanks.
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